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The Identifiability Spectrum
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Types of Identifiers

Examples of direct identifiers:  Name, address, 

telephone number, fax number, MRN, health card 

number, health plan beneficiary number, VID, license 

plate number, email address, photograph, biometrics, 

SSN, SIN, device number, clinical trial record number

Examples of quasi-identifiers: sex, date of birth or 

age, geographic locations (such as postal codes, 

census geography, information about proximity to 

known or unique landmarks), language spoken at 

home, ethnic origin, total years of schooling, marital 

status, criminal history, total income, visible minority 

status, profession, event dates, number of children, 

high level diagnoses and procedures
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Pseudonymous Data

Examples of direct identifiers:  Name, address, 

telephone number, fax number, MRN, health card 

number, health plan beneficiary number, VID, license 

plate number, email address, photograph, biometrics, 

SSN, SIN, device number, clinical trial record number

Examples of quasi-identifiers: sex, date of birth or 

age, geographic locations (such as postal codes, 

census geography, information about proximity to 

known or unique landmarks), language spoken at 

home, ethnic origin, total years of schooling, marital 

status, criminal history, total income, visible minority 

status, profession, event dates, number of children, 

high level diagnoses and procedures

X
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1. Names

2. Geographical references

3. Dates (Except Year)

4. Phone numbers

5. Fax numbers

6. Email addresses

7. Social Security numbers

8. Medical record numbers

9. Health plan beneficiary numbers

10.Account numbers

11.Certificate/license numbers

12. Vehicle identifiers 

13.Device identifiers and serial numbers

14.Web Universal Resource Locators

15.Internet Protocol (IP) address numbers

16.Biometric identifiers, including finger and voice 

prints

17.Full face photographic images and any comparable 

images;

18.Any other unique identifying number, 

characteristic

HIPAA De-identification Standards
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A29 / CNIL Anonymization Approaches
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Guidelines
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Anonymization Cycle

If the measured risk does

not meet the threshold, 

specific transformations

are applied to reduce the

risk.

Appropriate metrics are 

selected and used to 

measure re-

identification risk from 

the data.

2. Measure Risk

4. Apply Transformations

1. Set Risk Threshold

Based on the 

characteristics of the 

data and precedents, a 

quantitative risk 

threshold is set.

Measure 
Risk

Compare to 
Threshold

Transform 
Data

Set

Threshold

Compare the measured 

risk against the threshold 

to determine if it is above 

or below it.

3. Evaluate Risk
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Measuring Overall Risk



9

DIRECT IDENTIFIERS QUASI-IDENTIFIERS OTHER VARIABLES

ID Name Telephone No. Sex Year of Birth Lab Test
Lab

Result

Pay 

Delay

1 John Smith (412) 668-5468 M 1959 Albumin, Serum 4.8 37

2 Alan Smith (413) 822-5074 M 1969 Creatine Kinase 86 36

3 Alice Brown (416) 886-5314 F 1955 Alkaline Phosphatase 66 52

4 Hercules Green (613)763-5254 M 1959 Bilirubin <0 36

5 Alicia Freds (613) 586-6222 F 1942 BUN/Creatinine Ratio 17 82

6 Gill Stringer (954) 699-5423 F 1975 Calcium, Serum 9.2 34

7
Marie 

Kirkpatrick
(416) 786-6212 F 1966 Free Thyroxine Index 2.7 23

8 Leslie Hall (905) 668-6581 F 1987 Globulin, Total 3.5 9

9 Douglas Henry (416) 423-5965 M 1959
B-type Natriuretic 

peptide
134 38

10 Fred Thompson (416) 421-7719 M 1967 Creatine Kinase 80 21

3
Two quasi-

identifiers 

matching in 

three cells within 

a data set

Measuring Data Risk
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Factors Affecting Risk

Multiple factors below are taken into account to properly de-identify (anonymize) data. The data risk 
and context risk are measured and then compared against the risk threshold.  
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Spectrum of Identifiability
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Layers of Protection

Security &

Privacy Controls

Contractual

Controls

Perturb

Data
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Contact

kelemam@privacy-analytics.com

@kelemam

www.privacy-analytics.com


